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Unit Objectives
• Describe the ways in which health information serves as a medico-legal record 

of care given

• Identify concepts pertaining to patient rights regarding treatment decisions 
and medical records

• Recognize basic legal and regulatory requirements related to the use, access, 
and disclosure of protected health information and other health IT/eHealth 
data

• Identify steps to minimize risks that exist related to health IT/eHealth data and 
technology, including risks in relation to obtaining, holding, recording, sharing 
and using data and information, as well as in relation to confidentiality, 
integrity, availability and transmission of information

• Relate common risks to accessing, working with and processing health 
IT/eHealth data, and understand ways to mitigate those risks and comply with 
pertinent policies and procedures

• Define basic healthcare ethics

• Describe ethical issues including accountability of staff, healthcare providers 
and managers and the confidentiality, privacy and security of patient data

This work is produced by the EU*US eHealth Work Project. This project has 
received funding from the European Union’s Horizon 2020 research and 

innovation programme under Grant Agreement No. 727552 
EUUSEHEALTHWORK 

2
FC-C4M6U4



The Legal Health Record

• Health information has obvious clinical 
significance, however, the medical record is also a 
legal document that can serve as evidence in a 
court of law of the medical care provided

• The legal health record is the documentation of 
healthcare services provided to an individual 
during any aspect of healthcare delivery in any 
type of healthcare organization

• An organization's legal health record definition 
must explicitly identify the sources, medium, and 
location of the individually identifiable data that it 
includes (i.e., the data collected and directly used 
in documenting healthcare or health status)

• The documentation that comprises the legal 
health record may physically exist in separate and 
multiple paper-based or electronic systems
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The Legal Health Record (cont’d)

• The legal health record serves to:
– Support the decisions made in a 

patient's care
– Support the revenue sought from 

third-party payers
– Document the services provided as 

legal testimony regarding the 
patient's illness or injury, response 
to treatment, and caregiver 
decisions

– Serve as the organization's business 
and legal record
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The Legal Health Record (cont’d)

• When defining the legal health record, these 
are some elements healthcare organizations 
consider:
– The available functions in the EHR system that 

may generate relevant information
• For example, if the EHR has clinical decision support, 

digital image import, or patient portals. Or, if the EHR 
contains information sent to or by the patient 
through the portal that is  inserted into the record 
and considered part of the legal record. All of these 
can provide additional information for the legal 
record

This work is produced by the EU*US eHealth Work Project. This project has 
received funding from the European Union’s Horizon 2020 research and 

innovation programme under Grant Agreement No. 727552 
EUUSEHEALTHWORK 

5FC-C4M6U4



The Legal Health Record (cont’d)
• When defining the legal health record, 

these are also other elements healthcare 
organizations consider:
– The storage capacity and cost for the required 

retention period of the health record
• For example, the cost and storage capacity for 

WAV/MP4 files, transcribed records, and scanned 
documents or images

– The data's importance for long-term use
• For example, differentiation between different 

types of raw data. Some source documentation 
for test results, whether digital or paper, 
generally is considered useful only for short-term 
use (e.g., EEG tracings).

– Whether the EHR system is able to provide 
both readable electronic and paper copies of 
all components of the legal health record
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PHI and Data Protection
• Article 8 of the Charter of Fundamental Rights of the European 

Union stipulates that “Everyone has the right to the protection of 
personal data concerning him or her.”

• Protected health information is covered under Regulation 
2016/679 of the European Union, called The General Data 
Protection Regulation (GDPR). The GDPR replaced Article 8 in 
2018.

• The GDPR is a regulation by which the European Parliament, the 
Council of the European Union and the European Commission 
strengthen and unify data protection for all individuals within the 
EU. It also addresses the export of personal data outside the EU

• The GDPR gives control to citizens and residents over their 
personal data and simplifies the regulatory environment for 
international business by unifying the regulation within the EU. It 
does not require national governments to pass any enabling 
legislation, and is thus directly binding and applicable

• The regulation applies if the data controller or processor, or the 
data subject (person) is based in the EU 

• The regulation also applies to organizations based outside the 
European Union if they collect or process personal data of EU 
residents
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PHI and Data Protection (cont’d)

• Protected health information is also covered under 
Health Information Portability and Accountability Act 
(HIPAA) in the United States through the Department of 
Health and Human Services (HHS). Briefly, these are the 
requirements:

• A covered entity (CE) (organization, business entity, 
provider, etc.) must prominently post and distribute a 
Notice of Privacy Practices (NPP)
– The notice must describe the ways in which the CE may use 

and disclose PHI
– The notice must state the CE’s duties to protect privacy, 

provide an NPP, and abide by the terms of the current 
notice

– The notice must describe individuals’ rights, including the 
right to complain to the U.S. Department of Health and 
Human Services (HHS) and to the CE if they believe their 
privacy rights have been violated

– The notice must include a point of contact for further 
information and for making complaints to the CE

– CEs must act in accordance with their notices
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What are patients’ rights regarding 
treatment and medical records?

• Specific patients’ rights vary depending upon the region 
globally, but all patients in the EU and US have basic 
rights regarding their treatment and health data, 
especially regarding electronic health data

• Pertinent to health information and data legislation 
(GDPR), in the EU all patients have the right to:

1. Get access to their personal data and receive 
information about how these personal data are being 
processed

2. Travel across borders in the EU and receive care
3. Receive a copy of their own health information at any 

time
4. Amend their own health information 
5. File for a correction of their own health information
6. Receive a notice of privacy practices (NPP)
7. File a complaint for misuse of data
8. Change their mind regarding use of data
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What are patients’ rights regarding 
treatment and medical records? (cont’d)

• Pertinent to HIPAA in the US, all patients 
have the right to:
1. See or get a copy of their medical records 

and other health information
2. Ask to change any wrong information in 

their file or add information to their file if 
they think something is missing or 
incomplete

3. Learn how their health information is used 
and shared by their doctor or health 
insurer

4. Let their providers or health insurance 
companies know if there is information 
they do not want to share

5. Make reasonable requests to be contacted 
at different places or in a different way

6. Receive a notice of privacy practices (NPP)
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Risk Management and Compliance 
Concepts

• Healthcare risk management includes any activity, process, or policy to 
reduce liability exposure to danger, harm or loss

– Healthcare organizations and providers face many risks in an electronic and 
technologically-enabled environment

– From both a patient safety and a financial perspective, it is vital that health 
organizations conduct risk management activities aimed at preventing harm to 
patients, reducing medical errors and avoiding legal claims

• Additionally, because there are many rules and regulations that govern 
eHealth and all aspects of information and communications technology in 
healthcare, compliance is also important.  Compliance describes the goals, 
efforts, and steps taken to abide by relevant laws, polices, and regulations

– Noncompliance with regulations could result in censure, fines, license removal 
or other corrective action  

– Risk management and organizational compliance efforts are crucial to 
effective operations in the eHealth environment

This work is produced by the EU*US eHealth Work Project. This project has 
received funding from the European Union’s Horizon 2020 research and 

innovation programme under Grant Agreement No. 727552 
EUUSEHEALTHWORK 

11
FC-C4M6U4



Risk Management Steps
• There are five steps in the healthcare risk 

management process, usually carried out 
by a member of the organization’s legal 
or compliance team

1. Identify the risk: The staff member or 
organization identifies, characterizes and 
describes past, current or potential threats 
or risks that might negatively affect the 
organization, staff, patients or health, 
quality, safety or security

2. Analyse the risk: Once risks are identified, 
the likelihood and consequence of each 
risk is determined, including the 
vulnerability of critical assets to specific 
threats
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Risk Management Steps (cont’d)
3. Rank the risk: The magnitude of the risk is 

determined, which is the combination of 
likelihood and consequence. It is decided 
whether the risk is acceptable or whether it is 
serious enough to warrant intervention.  The risks 
are then ranked in terms of priority, severity and 
criticality

4. Respond to the risk: The highest ranked risks are 
responded to, with an action plan created to 
reduce or modify these risks to achieve 
acceptable levels. Risk mitigation strategies, 
preventive plans and contingency plans are 
developed in this step

5. Review the risk: In this step, all risks are 
monitored, tracked, reviewed and evaluated for 
lessons learned, policy changes and future steps. 
New policies may be implemented and adopted 
for the organization, and disseminated to staff
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Standards that Regulate Healthcare 
Management and Minimize Risk

• Standards for security management are provided by
– ISO (27001) (global)

– National Institute of Standards and Technology (NIST, 
United States Department of Commerce)

– Health Insurance Portability and Accountability Act (HIPAA, 
US Department of Health and Human Services)

• Other rules exist for privacy and security 

• Use, access, and disclosure of protected health 
information is regulated with standards and regulations
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Security Safeguards that Minimize 
Risk

• Administrative, physical and technical safeguards are built 
into electronic health records and health information 
systems

• Administrative safeguards include processes for risk 
analysis and managements, reviews and sanctions 
– A person is assigned to be responsible of security

• Access to records are limited (both physical and virtual) and 
are dependent on the role

• Audits are performed to track and monitor access, quality 
and documentation

• Security training of staff increases awareness and is usually 
part of organizational annual training
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Risk Management Policies in a 
Healthcare Facility

• Healthcare facilities frequently create risk management policies 
to minimize risks

• You should be aware of any risk management policies your 
organization has that fulfills the requirements of data 
management laws, regulations and ethics, and personally take 
opportunities to minimize risks to safety, security and privacy

• Examples of risk management policies include:
– Avoid discussing patient sensitive information in open spaces, 

corridors, etc.
– Destroy papers that contain patient data information with 

appropriate data security paper shredder or bin
– Do not share device log on data, and change passwords frequently
– Do not use public commercial cloud storage areas for any PHI
– Do not save PHI to shared hospital computers
– Do not use copy and paste from one patient record to another
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Risks Mitigation Measures

You may not be able to eliminate all risks related to 
eHealth, but you can lower, or mitigate, the risks by 
taking the following steps:
• Stay up to date on education and training
• Ensure you are familiar with the most recent policies, 

procedures and regulations for your organization, 
region and professional role

• Always secure confidential data and PHI
• Log off the device when you are not using it, and 

protect password entry from patient/consumer 
observation

• Report all data breaches immediately
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Basic Healthcare Ethics

• Ethics in eHealth is defined as moral 
principles that govern a person's 
behavior related to the access, 
creation, use, transmission, storage or 
destruction of electronic health data, 
records, information or technology

• There are three major ethical 
priorities for electronic health 
records: 
– Privacy and confidentiality

– Security

– Data integrity and availability
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Potential Ethical Issues

• Ethics in privacy and confidentiality:  it is “the right of 
individuals to keep information about themselves 
from being disclosed to others; the claim of 
individuals to be let alone, from surveillance or 
interference from other individuals, organizations or 
the government”.
– The information that is shared as a result of a clinical 

relationship is considered confidential and must be 
protected. Access to records can be restricted and 
monitored by the organization. Ethical issues arise around 
the behavior demonstrated by personnel attempting to 
gain access outside of their authorization
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Potential Ethical Issues (cont’d)

• Ethics in security:  Information security can be defined as 
“the preservation of data confidentiality, integrity, 
availability”.* This is mandated in both HIPAA and GDPR, 
as shown in the preceding slides

• Violating information security regulations has serious 
consequences, including criminal and civil penalties, for 
both eHealth workers and organizations
– Ethical issues with security revolve around trust. If patients’ 

trust is undermined, they may not be forthright with their 
healthcare providers. For the patient to trust the clinicians, 
records in the healthcare organization must be protected. 
Medical staff must be aware of the security measures needed to 
protect their patient data and the data within their 
organizations, including both physical and electronic
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Potential Ethical Issues (cont’d)

• Ethics in data integrity and availability:  In addition to the 
importance of privacy, confidentiality, and security, the 
electronic data and technologies must address the integrity 
and availability of information. Integrity in general describes 
the ethical principle of the quality of being honest and having 
strong moral principles. However, data integrity has a more 
specialized definition  - it assures that data is accurate and has 
not been changed. Availability ensures that the data is 
accessible to authorized users at the right time
– Ethical issues with data integrity and availability come into play when 

information is manipulated intentionally or unintentionally as it is entered or 
moves between and among systems. Poor data integrity can also result from 
documentation errors, or poor reliability of documentation, for example, when 
it was recorded much later than when the service was performed
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Accountability in Healthcare Ethics

• All healthcare workers, including staff, providers and 
managers, have ethical accountability 

• Accountability is defined as to be answerable to oneself 
and others for one's own actions and decisions

• These actions and decisions, such as whether to access 
data, record an event, discuss a colleague’s actions, etc., 
are guided, in part, by four ethical principles:
– justice: a concern for fairness, peace, and genuine respect for people
– autonomy: freedom from external control or influence; independence
– nonmaleficence: involves an ethical and legal duty to avoid harming 

others
– beneficence: actions done as a benefit or to improve the situation of 

others
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Accountability in Healthcare Ethics 
(cont’d)

• The essence of ethical practice at all 
levels involves an individual: 
– 1) identifying what the legal, ethical 

and professional standards required 
are and 

– 2) recognizing how these can be 
caring and compassionately applied 
to the challenges of performing his or 
her duties

• To practice in an ethically sound 
professional manner, it is necessary to 
balance ethical considerations with 
professional values and relevant rules, 
regulations and legislation
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Reflective Equilibrium

• Reflective equilibrium is a state of 
balance among a set of beliefs 
arrived at by a process of deliberative 
mutual adjustment among general 
principles and particular judgments
– Reflective equilibrium is used to reach 

the final action or decision, according to 
the ethical reflective cycle 
demonstrated here

– It is a constant reflection between and 
balance of:
• knowledge and experience
• ethical principles
• organizational/professional rules & 

regulations
• Morality, or principles concerning 

the distinction between right and 
wrong or good and bad behaviour

• local, regional and national/ 
international rules and regulations 
such as HIPAA, GDPR, etc.
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Unit Review Checklist
 Described the ways in which health information serves as a medico-legal record 

of care given (AL03)
 Identified concepts pertaining to patient rights regarding treatment decisions and 

medical records (XB01)
 Recognized basic legal and regulatory requirements related to the use, access, 

and disclosure of protected health information and other health IT/eHealth data 
(XL01)

 Identified steps to minimize risks that exist related to health IT/eHealth data and 
technology, including risks in relation to obtaining, holding, recording, sharing 
and using data and information, as well as in relation to confidentiality, integrity, 
availability and transmission of information (YB01)

 Related common risks to accessing, working with and processing health 
IT/eHealth data, and understand ways to mitigate those risks and comply with 
pertinent policies and procedures (YL01)

 Defined basic healthcare ethics (VN06)
 Described ethical issues including accountability of staff, healthcare providers and 

managers and the confidentiality, privacy and security of patient data (RL01)
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Unit Review Exercise/Activity

1. What are the five steps of Risk Management?
2. A computer virus has been discovered on a 

physician’s work laptop by the IT department. 
No further information is known, but a Help 
Desk ticket has been opened. This is thought to 
be a potential risk to the organization.  At which 
step in risk management is this discovery?

3. A new employee compliance training program 
has been developed to teach staff about 
internet security policies and procedures. At 
which step in risk management is this action?

4. What are the four ethical principles?
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Unit Exam
1. The legal health record is all of the following, except which?

a. The documentation of services provided as legal testimony regarding 
the patient's illness or injury, response to treatment, and caregiver 
decisions

b. Health documentation that may physically exist in separate and 
multiple paper-based or electronic systems

c. Data that supports decisions made in a patient's care
d. All revenue and business data of a health organization

2. Which of the following statements about PHI is false?
a. PHI is covered under both HIPAA in the US and GDPR in the European 

Union
b. NPP must be given to patients for de-identified secondary health 

information in the United States
c. European patients have a right to health care in other European states
d. In Europe, everyone has the right of access to protected health data 

which has been collected concerning him or her, and the right to have 
it rectified
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Unit Exam (cont’d)
3. “The goals, efforts, and steps an organization takes to 

abide by relevant laws, policies, and regulations” best 
describes which of the following:

a. compliance
b. risk assessment
c. standards
d. risk management

4. A decision is made to determine whether the risk is 
acceptable or whether it is serious enough to warrant 
intervention is part of which step in the risk management 
process:

a. Identify
b. Analyse
c. Rank
d. Respond
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Unit Exam (cont’d)
5. “The ethical principle of the quality of being honest 

and having strong moral principles” best describes 
which of the following:

a. morality
b. data integrity
c. integrity
d. accountability

6. Which of the following would not be part of the 
reflective equilibrium cycle?

a. justice, autonomy, nonmaleficence and beneficence
b. morality
c. regulations such as HIPAA or GDPR
d. CE and NPP
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